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Foreword 
 

 

This report summarises progress achieved during 2009/10 towards the development of a fully 
security conscious culture within West Hertfordshire Hospitals NHS Trust.  This is an 
important but difficult challenge given the NHS tradition of openness, fairness and respect for 
all.  
 
This report demonstrates that significant progress towards achieving the required security 
culture has been achieved in the four key focus areas of: 

 Violence and Aggression 

 Asset Protection 

 Drugs & Pharmacy Security  

 Maternity & Paediatrics  
 
However, it is clear from the report that further work, effort and investment is required to 
robustly embed that culture within the organisation.  A series of surveys and assessments 
have been conducted by the various statutory authorities in conjunction with the Trust‟s Local 
Security Management Specialist and these coupled with the departmental security risk 
assessments being generated will form the foundation of a fully robust security strategy, 
policy and culture. 
 
The Trust had a challenging year in 2009/10, as the first full year since it centralised its acute 
service to Watford.  From a security perspective this generated a number of challenges, not 
least of which was the increased opportunity for vandalism and theft at the Hemel Hempstead 
site.  The increased activity and operational pressures at the Watford site also generate 
greater risk of security breaches and it is therefore pleasing to note that the total number of 
reported incidents has not seen a significant change. 
 
Finally, as a look forward to 2010/11, the Trust has recruited its own Local Security 
Management Specialist who is expected to start in June 2010.  The Trust anticipates 
significant further development in security performance owing to this more direct employment 
relationship.  It would be remiss of the Trust not to take this opportunity to formally thank Mr 
Chris Bartram for his significant efforts to improve security within this Trust.  Mention must 
also be made of Bedford Hospital NHS Trust for their support and flexibility in allowing Mr 
Bartram to provide this service to us for the past couple of years. 
 
 
 
 
 
Natalie Forrest 
Director of Nursing 
Security Management Director
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Introduction 
 
The Secretary of State for Health issued a Directive in November 2003, creating the role of 
Local Security Management Specialist. In 2006, the NHS Security Management Service 
(SMS) decided to formalise the role of the LSMS to comply with guidance from this Directive. 
The underpinning principles of the Directive are to protect NHS staff from injury and ensure 
NHS assets are securely maintained.   
 
In response to this a Local Security Management Specialist (LSMS) has been appointed by 
the Trust. The LSMS is accountable to the Security Management Director (SMD) who has 
been confirmed (from June 2010) as Natalie Forrest, The Director of Nursing for the Trust 
and a voting Board member, with operational responsibility to the Associate Director – Hotel 
Services, Kyle McClelland.  Further Mr Mahdi Hasan, a non-executive director and voting 
member of the Trust Board has agreed to take a direct interest in Security matters. 
 
The Trust appointed the LSMS on 1st January 2008 on a 2-day per week basis. The LSMS 
role is currently provided under a service level agreement with Bedford Hospital NHS Trust. 
Following an HSE recommendation this provision was increased from 2-days per week to 4 in 
January 2010. 
 
The LSMS is required to produce a formal annual work plan covering four specific areas: 

 Violence & Aggression 

 Asset Protection 

 Drugs & Pharmacy Security  

 Maternity & Paediatrics   
 

There are also seven generic areas to be assessed and reported on:  

 Creating a pro security culture 

 Deterrence 

 Prevention 

 Detection  

 Investigation  

 Sanctions  

 Redress  
 

This Work Plan is agreed between the LSMS and the Trust‟s nominated SMD. The agreed 
Work Plan and Annual Report can be used as evidence to support the Trust‟s compliance 
with the core standards required by the Care Quality Commission and Health and Safety 
legislation. 

 
Priority Areas of Action 
 
Violence Aggression 
Watford General, Hemel Hempstead and St Alban‟s City Hospitals hold monthly Site 
Management meetings at which staff, union representatives, local police, the LSMS and 
Facilities Management participate.  There is also a Health and Safety Committee, which the 
LSMS participates in and provides reports to. Formal minutes of these meetings are taken 
and agreed. Actions and ownership are agreed. 
 
The LSMS continues to engage with staff in order to secure their adoption of a more “pro-
security” culture.  Staff will need to engage further with the LSMS if the fear of crime on sites 
is to be further reduced. This inclusive and inquisitive approach also needs to be embraced 
by all within the Trust, if reductions in violence against staff are to be achieved. 
 
The LSMS is encouraged to report that while initial take-up was slow, this has now started to 
be adopted and the LSMS is now being invited to more areas, in order to assist staff within 
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their actual workplaces to assess security risks and issues.  The Trust also offers a Conflict 
Resolution training module for any staff that feels it to be necessary. 
 
The LSMS has reviewed Datix returns for 2009/10 in order to identify any areas experiencing 
high levels of assaults and to further analyse the potential cause of those assaults.  Further 
the LSMS has conducted an audit to identify areas where repeated thefts and loss of assets 
occur again identifying probable causes where possible. 

 
Asset Protection 
Joint surveys have been conducted across all three sites. These have included the LSMS, 
the Police crime prevention officer for each of the sites and a Hotel Services representative.  
 
Detailed area surveys have been completed where either specific security issues have been 
raised or where requested by the manager of the area concerned. These have included   

 St Albans Pharmacy 

 Medical Gas storage area (which site?) 

 Theatres (which site?) 

 Watford Women‟s & Children‟s block 

 Theatres (which site? – check duplication above?) 

 Hemel Hempstead OPD 
 
These surveys have generated reports along with action plans to address the identified 
shortcomings. Many of these action plans will require additional funds (capital or revenue) to 
complete.  Common issues raised throughout the Trust included: 
 

 Insufficient security staff 

 Limited CCTV 

 Unmonitored CCTV 

 Incomplete and unsuitable door access control, and 

 A “no challenge” culture of staff towards strangers. 

 
Drugs and Pharmacy security 
 
A Special Branch officer has made a site visit to assess the Trust‟s safe use and storage on 
site of its radioactive and biological materials. The review did not require any adjustments to 
be undertaken.  The Trust complies with all necessary control of Pharmaceutical measures. 

 
Maternity and Paediatrics 

 
Maternity and Paediatric services are only provided by the Trust at Watford General Hospital 
from the Women‟s & Children‟s block (sometimes known as Maternity). There is a card 
control access system in place to restrict unwanted visitors and staff entering the area. 
Challenges to this approach arise operationally as staff tend to „buzz‟ people in and not greet 
the visitor.  This clearly defeats the purpose of the card access system. 
 
Other recognised issues are staff reluctance to check the person being admitted is an 
authorised member of staff and to confirm this with their ID card. It has been noted that the 
video entry system is also in need of modification as the current camera angle shows the 
torso of the user and not the face.  

 

Generic areas of action 
 
Creating a pro security culture. 
 
The monthly site management meetings for each of the 3 sites are an opportunity for the 
LSMS to report back and address concerns about security matters.  As a prescribed member 
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of the Trust‟s formal Health and Safety Committee further opportunities are afforded for the 
reporting of security concerns, issues and needs. 
 
The LSMS has requested that all departments complete a security related risk assessment. 
This is to include consideration of: 

 Assaults 

 Abuse 

 Lone working  

 Theft  

 Insecure/ intrusion into area 
 
A guide has been created and is available for staff to assist in completion of the 
assessments. This has been cascaded via Matrons and by invite to the ward sisters across 
the Trust. Completion of the assessments will assist the Trust‟s understanding of the issues 
staff have regarding security and will hopefully allow a proactive approach to resolving 
concerns and issues before the potential criminal activity takes place.  
 
The Estates Department has been requested to include the LSMS on new projects for advice. 
The Police Architectural Liaison Officer is also willing to offer advice if requested. 
 
A national security awareness magazine called „Secure‟ is produced by the SMS and is 
issued via The Trust‟s newsletter „On the Pulse‟. „Secure „ aims to keep staff informed about 
developments designed to enhance staff protection within the NHS security arena. 
 
National alerts issued from the NHS Security Management Service are sifted by the LSMS 
and issued to any relevant departments when needed. These have included warnings on 
potentially dangerous persons and highlighted the threat of theft of high-risk and potentially 
vulnerable equipment. 
 
Deterrence 
Work is underway with local community officers to work with staff on site in reducing crime 
and the fear of crime. The national figures for assaults will also be provided to the Trust‟s 
Communications Manager in preparation for any media interest. This year, Trust assaults will 
be reported in line with NHS Security Management Service guidance, and reported back 
regularly within the Site Management and Health & safety Committee meetings. Due to the 
poor quality and volume of potential assaults reported in the last year accuracy cannot be 
assured. 
 
A new national „Security Incident Reporting System‟, SIRS, will become available from 1st 
April 2010 and the Trust will have to adopt this as a software addition to its own risk and 
incident management system, Datix.  SIRS will allow the Trust to capture all of the associated 
costs of crime and benchmark against similar Trusts within the UK. 
 
The LSMS recommends that the current contract for security provision with CP Plus be 
reviewed.  Currently this contract provides car-parking control with limited Security support. 
The contract needs to ensure that the Trust receives an agreed security service with 
approved “Assignment Instructions” for the security officers to work against. 

 
Prevention 
Area surveys with the appropriate site Hotel Services Manager have been conducted in a 
number of vulnerable and high-profile areas. The process of Departments completing risk 
assessments is expected to raise awareness of security issues within the areas and will 
assist in providing targeted preventative measures in a Trust wide programme of works. 
 
Security staff should report any failing or failed security systems where installed so as to 
effect repair and intervention and also report any areas where they believe security to be 
compromised or difficult to maintain.  These patrols and reports should happen on a daily 
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basis. Monitoring of the CCTV systems currently in place would also assist in the detection of 
offences and offenders as a significantly wider area can be covered and controlled by a 
single operative.  It is strongly recommended that a significant upgrade in the CCTV 
installation be implemented as the coverage of the sites is at best weak. 
 
Issuing and displaying of staff ID cards should continue and staff should be encouraged to 
challenge if persons are not displaying their ID cards.  This is Trust policy, but needs to be 
more fully implemented. 

 
Additional conflict resolution training more focussed at calmly resolving potentially violent 
situations should be offered and certainly undertaken by front line staff (Secretary of state 
directions 3(b) issued November 2003 SMS Guidance SMS/VAS/01/04 refers). Attendance at 
the current training continues to rise and should be at 80% by end March 2010. Although this 
should be attended by all front-line staff, turnover in headcount reduces the chance of 
achieving this.  The target should have been achieved by March 2008 for compliance. SMS 
Alerts on dangerous persons or vulnerable equipment are issued to all departments deemed 
to be at risk. 
 
The Trust will need to complete a „Lockdown „ policy and protocol. This will need to be 
enacted should the Trust need to control access during civil unrest, terrorist attack or to 
prevent infection being walked through the Trust by an uncontrolled individual.  This may be a 
partial or complete lockdown of a site to prevent access into and around the hospital. Initial 
meetings with the Major incident planner have been held. This will also be monitored within 
the Care Quality Commission audit.  It is to be noted that this aspect of security management 
is significantly challenging for hospital Trusts as there are inherent conflicts between 
openness and ease of access (which are desirable for healthcare premises) and security/ 
ability to lock-down. 
 
Detection 
A system of Monthly reviews of incident reports involving security issues by the LSMS has 
been established. Physical Assault Report (PARs) forms on assaults to staff, detailing the 
scenario and location, are submitted to the NHS Security Management Service for further 
action. Access to the Police „Joint Action Group, JAG, has been withdrawn. This means we 
have no partnership access into working to prevent crime in our community surrounding the 
Trust. The JAG chair is reviewing this, but currently we only receive minutes and cannot 
represent the NHS. Ongoing investigations are implemented to identify the theft within any 
departments on site. 

 
Investigations 
There have been two reported physical assaults reported this year, although there are 
possibly 2 additional. Unfortunately the victims are not available to allow completion of the 
report. One of these is on long-term absence and will not return until the next reporting year.  
 
There have however been 42 persons injured by patients where no intent was apparent and 
therefore cannot be classed as assault. These patients suffer from various medical conditions 
such as dementia where they are unaware of there actions  
 

 Hemel General (40reported security incidents) 
o 1possible assaults 
o 23  assaults where medication or Mental Health contributed 

 

 St Alban‟s (14 reported security incidents) 
o 0 assaults 
o 3 assaults where medication or Mental Health contributed 

 

 Watford (131reported security incidents)  

 1possible assaults 
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 18 assaults where medication or Mental Health contributed  

 There have been 26 thefts. And 39 incidents where doors have been left unlocked 
generally in either PMoK or AAU 

 2 Physical Assault Reports (PARS) have been forwarded to NHS Security 
Management Service for inclusion in the national database for offenders, from any 
of the West Herts sites.  

 
Sanctions/redress 
Whenever possible, the Trust must call upon the Police to deal with offenders on its behalf to 
gain convictions and establish criminal records. The LSMS will ensure that all offenders are 
prosecuted whenever possible, and cautions are not used as a sanction for violence against 
staff. 

  

Recommendations 
 
This annual report is the second generated for the Trust. Appointment of the LSMS was 
made in January 2008. This report is intended to show areas of concern and forthcoming 
improvements to the security of the West Hertfordshire Hospitals Trust‟s sites. The Annual 
report, work plan security surveys and the actions taken in completing them can all be used 
as evidence by for Care Quality Commission that security within the Trust is being managed 
appropriately.  
 
The appointment of a full time LSMS should be funded. This is a requirement to the Secretary 
of State for Health as given in the introduction. This is also monitored via the HSE and Care 
Quality Commission and the Trust would be scored negatively for failing to comply. This is 
currently on the action plan in place by the HSE and the Trust is looking to resolve the full 
time provision.  The post has been agreed as a cost pressure and the necessary funding 
approved.  Recruitment efforts are continuing. A full review of the security services currently 
provided by CP Plus to include patrols, fault reporting, significant increase in CCTV coverage 
and full CCTV monitoring should be conducted. 

 
 

Summary 
 
The Trust has reported 2 assaults nationally this year although there have been potentially 4 
assaults, with a further 42 staff injured by patients unaware of there actions. Acting on advice 
from the LSMS and the Police crime reduction office, the Trust continues to improve security 
arrangements, enhancing both staff and asset security. Staff training and awareness are vital 
in achieving continued yearly reductions in injuries to staff from assault. A Lockdown 
programme must be created to control the sites in an untoward event.  

 

Conclusion 
 
The appointment by the Trust of an LSMS will improve the reporting and sanctions applied 
against offenders who assault staff or steal assets from West Herts sites. Reviewing and 
amending the existing security contract and CCTV provision should be undertaken to 
enhance security services supplied across all three sites. Front line staff must attend 
mandatory Conflict resolution training in line with Secretary of State guidance (NHS Security 
Management Service document SMS/VAS/01/04 refers) this should have been completed by 
March 2008. This is the first step in reducing violence against NHS staff. 

 
 
Natalie Forrest 
Director of Nursing 

  
June 2010. 


