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Introduction 
 
The Information Governance (IG) framework of standards gives assurance to the public that 
processes are in place and we can be trusted to protect their information securely and 
confidentially. This is of significant importance following a year of high profile government 
data losses, which has had an overall effect of undermining public faith and raised anxiety 
about the adequate protection of their confidential data. 
 
The performance level is determined through a mandatory process of self-assessment using 
the audit tool in the Information Governance Toolkit, which enables the Trust to develop 
strategy and action plans to raise the level of compliance year-on-year. 
 
Relevant Standards - Standards for Better Health 
 
C9 – Records Management 
C13 (b) – Consent & Patient Information 
C13 (c) – Confidentiality 
 
Background 
 
Currently in its 6th version, the IG Toolkit was extended this year to include new components 
and strengthen existing standards concerning confidentiality and information security and to 
establish IG requirements on Board and Audit Committee agendas.  This was a direct 
consequence of the government reviews following the HRMC data loss (and subsequent 
incidents in November 2007). 
 
In February 2008, the Information Governance Assurance Programme (IGAP) was 
established in response to the Cabinet Office Data Handling review.  The remit of IGAP was 
to provide assurances that the current processing of personal data was in line with the 
requirements of the Data Handling Review and to provide an IG Assurance Framework for 
the healthcare sector to provide continuing assurance that sensitive person identifiable 
information is managed securely and confidentially.  Several IGAP recommendations have 
been implemented over the last ten months, which are now included in the IG Toolkit.  
 

o Encryption of all sensitive person identifiable data held on removable media 
o The appointment of a Senior Information Risk Owner 



o IG Performance included in the Statement of Internal Control 
o All flows of personal identifiable information to be mapped and risk assessed 
o All organisations are to report SUIs rated 1-5 to the SHA. The SHA is responsible 

for notifying the DH and the Information Commissioner of any category 3-5 
incidents. 

 
This year has seen an increased demand on Trust resources dedicated to the IG programme 
and we have worked hard to ensure that the Trust has kept up with the pace of the demands 
of the Data Handling review, in addition to the business as usual aspect of IG.   
 
Next year IG training will be mandated and patient expectations under the Care Records 
Guarantee in particular will need to be met.  Nationally, changes are planned to include IG 
into the Integrated Governance Framework and there is a new statutory requirement for NHS 
organisations to follow recommendations of the National Information Governance Board. The 
one thing that we can be certain of at this stage is that this already busy agenda will gain 
momentum and the public interest will continue to rise through media reporting of adverse 
events and proactive rising of awareness planned by the NIGB and Connecting for Health. 
 
 
2008/2009 IG Scores 
 
Initiative     (V5 2007/2008) (V6 2008/2009) 
Clinical Information Assurance  62% (AMBER)  66% (AMBER) 
Confidentiality & Data Protection  76% (GREEN)  90% (GREEN) 
Corporate Information Assurance  8% (RED)  8% (RED) 
Information Governance Management 56% (AMBER)  68% (AMBER) 
Information Security Assurance  57% (AMBER)  61% (AMBER) 
Secondary Use Assurance   72% (GREEN)  69% (AMBER) 
 
The Trust has made good progress against many of the standards and includes; 
 

o data mapping of all data flows across the Trust and the establishment of 
Information Sharing Protocols and Agreements with all third party processors.   

o implementation of the IG Policy & Strategy 
o establishing clear lines of management and accountability - Information 

Governance & Implementation Group. 
 
There is a requirement for an appropriately qualified Information Security Manager to carry 
out information security risk assessments on all Trust Information Assets (IG 301).  This is a 
significant piece of work that also links into another standard within the initiative where we 
are currently at level 0. 
 
The standards within the Corporate Information Assurance Initiative mostly feed into the 
Trust’s Records Management Policy & Strategy (IG 107). The Management of Corporate 
Records is again a significant piece of work and requires the appointment of a Corporate 
Records Manager. 
 
Overall Score 
 
2009/2010 – 66% (AMBER) (62 out of 62 answered) 
2008/2009 – 60% (AMBER) (60 out of 60 answered) 
 
The Statement of Compliance - SoC 
 
The Statement of Compliance is a formal document setting out the obligations on 
organisations to have the necessary infrastructure and information governance requirements 



in place before they can gain access to the new National Network (N3 and/or the digital 
services provided by NHS CFH.   

To comply with the Statement of Compliance, Trusts are expected to provide assurance to 
NHS Connecting for Health that they have robust and effective systems in place for handling 
information securely and confidentially. This assurance is provided through completion of the 
IG Toolkit and, in particular, by attaining a minimum of level 2 compliance on 20 key 
standards in the toolkit prior to completing the Statement of Compliance.  

The Trust has not been able to meet level 2 for the following 2 standards: 
 
IG 107 - Does the Trust have a comprehensive Board endorsed Information Lifecycle 
Management Policy/Strategy and implementation plan? The Records Management 
Strategy/Policy must be reviewed and ratified. Ownership/ accountability and resource issues 
need to be addressed. Good working progress must be achieved for level 2.   Significant 
issues remain in respect of corporate records management. 
 
IG 301 - Does the Trust have a formal information security risk assessment and 
management programme that is adequately documented, implemented and regularly 
reviewed? The Trust does not have a suitably qualified Information Security Officer to carry 
out information security risk assessments on all our Information Assets. A business plan for 
the establishment of a post is under consideration. 
 
 
Nick Evans 
March 2009  


