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1. Statement 
 

West Hertfordshire Hospitals NHS Trust  (WHHT) aims to provide high quality, patient 
focussed healthcare for its population, by seeking to ensure appropriate standards of 
professional competence, clinically effective treatments and safety in the provision of its 
services. 
 
The Trust’s aims will be addressed through sound risk management arrangements. To 
enable delivery of its strategy, WHHT will encourage: 
 
♦ Personal responsibility for risk 
♦ Collaborative approaches to work - across disciplinary, service and organisational 

boundaries 
♦ Team working 
♦ The development of qualitative and quantitative standards and indicators through which 

performance can be monitored 
♦ Demonstrable quality improvement resulting from effective risk management 

 
2. Statement of Philosophy 
 

Risk is inherent in all corporate and personal activities.  Everyone continuously manages 
risks.   
 
Formal and systematic approaches to risk management represents sound business 
practice and this strategy is intended to provide a statement of WHHT’s formal approach to 
risk management. 
 
The goal is not to eliminate all risk, but rather to manage risks holistically in order to 
maximise positive change and minimise negative outcomes.    This Strategy has been 
designed to assist all individuals in identifying and reducing a wide spectrum of risk that the 
Trust may be exposed to.   
 
Effective risk management requires: 
 
♦ Forward thinking and a proactive approach 
♦ Achieving a balance between the costs of managing a risk and the anticipated benefits 
♦ A clear framework for operation 

 
3. Definitions 
 

Risk: Risk is the chance that an event will occur and will impact upon the 
Trust’s objectives.  It is measured in terms of likelihood and 
consequence. 

Risk 
Assessment: 

Risk Assessment is the process used to determine risk management 
priorities by evaluating and comparing the level of risk against 
predetermined acceptable levels of risk. 

Risk 
Management: 

Risk Management is the systematic application of management policies, 
procedures and practices to the tasks of identifying, analysing, 
assessing, treating and monitoring risk. 
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4.    Key Principles
 
4.1 Integrated Governance  

 
Integrated Governance is the systems, processes and behaviours by which the Trust leads, 
directs and controls its functions in order to achieve its aims and objectives, to provide high 
quality, patient focussed healthcare for its population, and in which it relates to service 
users and carers, the wider community and partner organisations.  
 
The Trust Board is committed to the development and implementation of Integrated 
Governance, and to ensuring that the threads of governance, risk, quality and assurance 
are aligned.  

 
The Trust Board sees Integrated Governance as a way to achieve greater focus, capacity 
and capability. It is committed to working more corporately as a team, to challenging Board 
agendas, and to delivering its aims and objectives in a coherent way. This will facilitate a 
focus for the WHHT to be more directly engaged on the patient journey and all aspects of 
safety.  

 
4.2 Risk Management 

 
Risk Management is the culture, processes and structures that are directed towards the 
effective management of potential opportunities and adverse effects. The Trust Board 
recognises that making decisions about risk are a part of everyday clinical and non-clinical 
practice and management.  

 
Commitment to risk management is a non-negotiable requirement at all levels of the 
organisation. All staff throughout the Trust, including contractors and temporary staff, are 
expected to participate in risk management processes. The Trust will ensure that risk 
management is supported by the development of formal mechanisms to assess risk and to 
measure the effectiveness of risk management strategies, plans and processes.  In 
particular: 
 

 Risk management will be supported by accurate, timely and effective incident 
reporting, including categorising the consequences of risk and investigating system 
failures 

 Preventative risk management processes will be applied to the management of 
facilities, amenities, equipment and clinical practice 

 Safe systems of work will be in place to protect patients, visitors and staff 
 Risk Registers will be in place across the Trust 

 
 Monitoring Performance of Risk Management  
 
 WHHT will comply with accepted health service standards and be monitored by: 
 

 National Health Service Litigation Authority (NHSLA) Risk Management Standards 
– Acute & Maternity 

 Properties Expenses Scheme / Liabilities to Third Parties Scheme Standards 
 Health and Safety Regulations 
 Standards for Better Health 
 Any other relevant statutory, mandatory and professional requirements 

 
4.3 The Assurance Framework  

 
The Assurance Framework provides the Trust with a simple but comprehensive method for 
the effective and focused management of the strategic risks that could affect delivery of its 
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aims and objectives. It provides a structure and evidence to support the annual Statement 
on Internal Control and the annual Declaration of self-assessment on compliance with the 
Standards for Better Health. 
 
The Assurance Framework identifies which of the organisation’s aims and objectives may 
be at risk because of inadequacies in the operation of controls, or where the Trust has 
insufficient assurance. At the same time it provides structured assurances about where 
risks are being managed effectively and that objectives are being delivered. This allows the 
Board to determine how to make the most efficient use of resources and address the issues 
identified in order to improve the quality and safety of care and that the Trust is able to 
meet its strategic objectives.  
 
The mechanisms in place for the escalation of strategic risks is provided at Appendix 1.  

 
4.4 Standards for Better Health (Annual Healthcheck) 
 

The Healthcare Commission’s Annual Healthcheck measures performance by reference to 
the Standards for Better Health (SFBH).  
 
The SFBH drive the performance framework for the NHS. The Standards set out the level 
of quality that the Trust is expected to meet or to aspire to. The standards have two 
objectives:  
 
Core 
standards 

They provide a common set of requirements applying across all 
healthcare organisations to ensure that services that are provided are 
both safe and of an acceptable quality 

Developmental 
standards 

They provide a framework for continuous improvement in the overall 
quality of care people receive 

 
The standards, covering all aspects of healthcare, are split into seven domains:  
 

 Safety 
 Clinical and Cost Effectiveness 
 Governance 
 Patient Focus  

 Accessible and Responsive Care  
 Care Environment and Amenities. 
 Public Health 

 
 

The process for the maintenance of Standards for Better Health Assessments is described 
in detail at Appendix 2.  

 
5. Roles & Responsibilities 
 

This section describes the overall responsibilities of different Trust staff for various 
elements of the Risk Management arrangements.  
 

5.1 Chief Executive 
 

The Chief Executive is responsible for ensuring that a risk management system is 
established, implemented and maintained in accordance with this strategy.  This includes 
ensuring the Trust meets relevant statutory requirements and that it complies with best 
practice as described by the Department of Health. Assignment of responsibilities in 
relation to risk management is the perogative of the Chief Executive.  The Chief Executive 
ensures that so far as it is reasonably practical resources are available to manage risk. 
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5.2 Non – Executive Directors 
  
 Non-Executive Directors will ensure that issues of probity are properly dealt with, and 

provide an unimpeded, uninfluenced view of risk management within the organisation.  
 
5.3      Executive Directors 
 

Executive Directors have overall responsibility for the implementation of the Risk 
Management Strategy.  They are responsible for the oversight of the processes for 
identifying and assessing risk, and for advising the Chief Executive as necessary.  They 
must ensure that so far as it is reasonably practical, resources are available in order to 
manage risk.  They are responsible for establishing and maintaining a forum within their 
directorate for the open discussion of risk management incidence and topics.  Further 
specific responsibilities are outlined below. 

 
The Director for Patient Safety and Medical Director supports the Chief Executive in the 
day-to-day management of organisational / strategic risk and ensure that all over-arching 
risk management standards are complied with e.g. The Director for Patient Safety is 
charged with the strategic management of the Department of Health’s Standards for Better 
Health ensuring continual improvements in compliance for all Standards.  The Director of 
Patient Safety is also charged with the responsibility for risk throughout the Trust that has a 
direct impact upon patient care and safety.  Where appropriate, Health & Safety issues may 
be referred to and become the responsibility of the Director of Human Resources.  

 
The Director of Human Resources on behalf of the Chief Executive is charged with the 
responsibility for risk management relating to staff and for Health & Safety throughout the 
Trust.  
 
The Director of Finance on behalf of the Chief Executive is charged with responsibility for 
audit and for processes and controls, security and financial risk management.   The 
Director of Finance will be responsible for demonstrating proactive risk management within 
their remit, focusing on Finance and Systems.   
 
The Director of Estates and Facilities, on behalf of the Chief Executive, is responsible for 
Environmental Risk Management and operational Estates and Facilities Management 
issues.   

 
All Directors are expected to liaise effectively so that areas of overlap are not confused or 
omitted.  All staff are expected to notify the Medical Director or their risk management team 
of any new legal or statutory obligations or any new guidance that they may encounter.  
The Associate Director of Integrated Governance must then ensure that appropriate 
arrangements are being set in train by the relevant mangers/staff. 

 
5.5 Head of Clinical Governance and Risk 

 
The Head of Clinical Governance & Risk is accountable to the Medical Director and will:  
 
• Ensure that the Trust is aware of all legal and statutory responsibilities and guidance 

and that appropriate action is underway to enable compliance. 
• Ensure implementation, co-ordination and monitoring of risk management activity within 

the Trust, ensuring that systems and processes are in place for the continuous effective 
management of risk in line with this strategy and National Health Service Litigation 
Authority (NHSLA) Risk Management Standards.  

• Have overall responsibility for reviewing risk management performance through the 
interrogation and trend analysis of incident reporting, PALS, Complaints and Claims 
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data held in the Trust Risk Management Database.  The analysis of this data will form 
part of a quarterly aggregated governance report to the Trust Board.   

• Have responsibility for implementing and monitoring Quality Key Performance 
Indicators ensuring a continual improvement in performance.  

• Will operationally manage Standards for Better Health, ensuring Action Plans are 
completed and evidence populated on to the Trust Risk Management Database.   Any 
areas of non-compliance will be added to the Trust’s Risk Register. The Head of Clinical 
Governance and Risk will also be responsible coordinating and submitting the Trusts 
Annual Self Assessment. 

 
5.6 Risk Manager 
 

The Risk Manager will be responsible to the Head of Clinical Governance and Risk.    
 
The Risk Manager will: 
 
• Act as a Trust wide point of resource for risk related issues and responsible for 

supporting the Divisional Risk Leads.    
• Ensure smooth functioning of the incident reporting system 
• Be responsible for the day-to-day management of the Trust’s Risk Management 

Database and operational Risk Management activity. 
• Maintain and develop appropriate policies and procedures in light of current legislation 

knowledge and invention.  
• Co-ordinate the Annual risk management report which will include aggregated analysis 

of Datix in relation to Incidents, Complaints & Claims and the performance of the Risk 
Management System providing assurance of the Trusts overall system of internal 
control.  This will be presented annually to the Complaints, Incidents & Near Misses 
Review Group, Audit Committee and the Trust Board 

 
5.7 Divisional Directors / Divisional Managers / Lead Consultants 
 

Will be responsible to their Executive Director and ultimately the Chief Executive for the 
implementation of this strategy within their respective areas of responsibility.  They are 
responsible for: 

 
 Co-ordinating operational risk management in their specific area, in accordance with 

this strategy 
 Liaising to ensure that all areas of risk (clinical and non-clinical) are assessed both 

proactively and reactively and action taken to implement improvements 
 Pro-active management of violence and aggression. 
 Ensuring all risk assessment processes are documented 
 Implementing and monitoring any identified and appropriate risk management control 

measures within their designated area(s) and scope of responsibility 
 Identifying potentially inadequate local control measures, and to bring these risks to the 

attention of the relevant forum or Risk Lead where local resolution has not been 
achieved 

 Ensuring that all identified risks are added to the Divisional Risk Register and treated 
locally where the score is less than 15 and where control measures are within 
delegated financial limits 

 Ensuring that staff under their management are aware of their risk management 
responsibilities and undertake these in a timely manner 

 Establishing and maintaining a forum within their department / division for the open 
discussion of risk management incidence and topics 

 Incorporating risk management within the business planning process 
 Ensuring policies and procedures are implemented 
 Ensuring local compliance with the Mandatory Training Plan 
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 Developing a local risk register, and action plans for the management of risk in their 
area 

 Developing mechanisms to enable feedback to staff on incident reporting and risk 
issues 

 Ensuring divisional compliance with the various external assurance assessments, e.g. 
NHSLA Risk Management Standards. 

 
5.8 Divisional Risk Leads  
 

Working in conjunction with Health and Safety Advisors, Divisional Risk Leads and 
Divisional Clinical Governance Leads will: 
 
• Be a central point of resource for all risk and governance related issues within their 

Division and support the Divisional Directors / Divisional Managers/Lead Consultants in 
delivering the above.   

• Attend Divisional Risk Lead meeting  
 
5.8.1 Within the Clinical Support Division, the above role of Divisional Risk Lead is fulfilled by 

Divisional Service managers via the following processes:  
 

• Rotation of Divisional Service Managers to Risk Lead meetings 
• Service Managers to take responsibility for individual areas of service. 
• Updating of the risk register 
• Datix system updated by risk Management team on behalf of Division. 
• RIDDOR reportable incidents entered by appropriate Service Manager 
• Departmental team meetings and the Clinical Support Divisional meeting will 

include risk and clinical governance as agenda items.  
• The larger service departments of Pathology, Pharmacy and Radiology each run 

their own Clinical Governance committee and Service Boards.  
• Cross-departmental meetings attendance, such as the medicines governance 

meetings attended by both Pharmacy and Pathology, are encouraged. 
• Attending a wide variety of meetings with other service areas from within the Trust, 

hence able to assess the impact of any proposals to its service and enabling the 
division to advise how best to meet the needs of these services and to discuss risk 
and governance at senior levels formulating plans and cascading the relevant 
information quickly. 

  
5.9 All Managers  
 

It is the responsibility of Service Managers / Heads of Departments / Line Managers to 
ensure that: 
 
• Ensure systems are in place to assess, treat and reduce risks within the departments, 

and report where this is not achieved.  
• All risk assessments are reviewed regularly at least annually, and more frequently 

where risks cannot or have not been treated. 
• Ensure that risks identified are communicated to staff and others affected, with a copy 

of the assessments kept locally and available to staff. 
• Provision is made for necessary resources to reduce risk to a reasonable practicable 

level. 
• Divisional Manager is notified if there are insufficient resources to control the risks and 

to identify what action is needed to control the risks. 
• Incident forms are completed where a significant hazard is reported or where an 

incident or near miss arises. 
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• Ensure that employees understand the preventative and protective measures 
necessary, including safe systems of work, and their duties under this strategy. 

• Make available resources, to undertake the risk assessment process. 
• Develop an action plan, which prioritises the actions needed to control the risks 

throughout the department. 
 

5.10 Employees 
 

All employees of the Trust, including contractors and temporary / agency staff are 
responsible for assisting in the implementation of this strategy and highlighting any areas of 
risk in line with this strategy. 
 
All members of staff are responsible for meeting their job description requirements with 
regard to Risk Management responsibility and accountability as relevant by: 
 
• Understanding and working in accordance with all Trust policies and procedures 
• Attending induction and any training appropriate to their duties including induction and 

mandatory training. 
• Identification of actual or potential clinical or non-clinical risks within their department or 

area of responsibility 
• Providing untoward incident / near miss reports and supporting documentation for any 

incident / near miss they are involved in. 
 

Additionally, all members of clinical staff have a responsibility to: 
 
• Practice within the standards of their professional bodies, other national standards, and 

any locally determined clinical policies and guidelines to ensure their practice is as risk 
free as possible 

• Provide incident reports and supporting documentation for any unexpected event or 
incident arising from clinical care or treatment provided 

 
All job descriptions contain information about Risk Management Responsibility and 
Accountability. Line Managers must further clarify this at local induction and within job plans 
where relevant. 

 
5.11 Occupational Health Manager  
 

The Occupational Health Manager’s role relates primarily to maintenance of employee 
health, and responsibilities include: 
 
 Evaluate features of work related ill health 
 Record and evaluate sharp’s injuries 
 Provide professional assistance to management in DS, COSHH, general risk 

assessment and Pregnant Worker programmes 
 Advise management of any uncontrolled risk 
 Recommend control solutions 
 Ensure (ongoing) fitness / suitability for employment 
 Develop policies and procedures for Trust-wide implementation 
 Manage immunisation programmes 
 Deliver training programmes 
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5.12 Health & Safety Advisor  
 

The Health & Safety Advisor ‘s responsibilities include: 
 
 Advising Management on all Health & Safety Legislation, Codes of Practice and EC 

Directives 
 Assisting with Health and Safety issues in connection with major new build and 

refurbishment projects 
 Undertaking Risk Assessments and Safety Audits and contributing to the Risk Register 
 Liaison with key departments to facilitate Accident/Incident investigations where clinical 

and non-clinical issues overlap 
 Assisting with training 
 Assisting in the drafting, reviewing and implementation of the Trust Health & Safety 

policies 
 Management of the Trusts Staff/Visitor Accident/Incident and RIDDOR Reporting 

system 
 
5.13 Fire Officer  
 

The Fire Safety officer’s role is to ensure the Trust is complying with all Fire related 
legislation. 
 
This includes: 
 
 Monitoring all buildings 
 Deliver training to all staff on Fire Prevention 
 Develop policies and procedures for Trust wide implementation 
 Advising Management on any areas of concern 
 Ensuring action is taken to rectify any works needed and contributing the Risk Register 

accordingly 
 
5.14 Nominated Fire Officers  
 

The Chief Executive has a duty to ensure that Nominated Officers (Fire) are of sufficient 
seniority and directly responsible either to the Chief Executive or a Director and that they 
are sufficiently proficient to enable them to carry out the whole range of their duties 
effectively. 
 
Nominated Fire Officers are expected to: 
 
 Supervise the effective day-to-day upkeep of the Trust Fire Policies and Procedures 

according to the hospital site or sites where they are employed. 
 Ensure that all staff participates regularly in fire safety training and fire drills and 

exercises. 
 Be responsible for the co-ordination and direction of staff actions at serious fires, false 

alarms or exercises in accordance with the emergency plan. 
 Ensure that fire incident reports are completed and forwarded to the Trust Fire Safety 

Officer. 
 
The Divisional Managers will support all Nominated Fire Officers within the Trust. 

 
5.15 Manual Handling Manager (Clinical and Non-Clinical)  
 

The Manual Handling Manager responsibilities include: 
 
 Ensure local Manual Handling Advisors out clinical risk assessments.  The Manual 

Handling Manager to conduct an annual risk assessment regarding the moving and 
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handling of patients and objects of premises and assets.  Actions identified there from 
to be included in a Trust Wide Risk Assessment Action Plan. 

 
 To ensure Local Manual Handling Advisors: 

 
o Assist with patient risk assessments 
o Advise on formulation of manual handling plans 
o Problem solve with difficult patients 
o Support training on the unit on a one-to-one basis 
o Provide local manual handling induction training 
o Carry out an annual internal audit 

 
The non-clinical adviser is able to: 
 
 Compile a risk register of manual handling tasks that require a risk assessment 
 Carry out inanimate load risk assessments and write a remedial action plan and safe 

system of work 
 Problem solve in difficult situations 
 Provide support training on the unit on a one to one basis 
 Carry out an annual internal audit 
 Attend update training twice a year and demonstrate their competence in practical 

manual handling skills. 
 
5.16 Radiation Protection Advisers  

 
It is the role of the Radiation Protection Adviser (RPA) to:  
 
 Advise the Trust on compliance with legislation relating to ionising radiations.  
 Advise the Chief Executive directly of serious causes for concern and to be responsible 

for advising managers, department heads, staff, and the public on radiation matters.  
 Provide annual reports to the Radiation Protection Committee. 

 
It is the responsibility of the appointed Radiation Protection Adviser to advise the Trust on 
appropriate radiation safety matters.  
 

5.17 Infection Control Team (ICT) 
 

The ICT consists of: the Director of Prevention and Infection Control, and the Infection 
Control Nurse(s).  The role of the ICT is to make medical and nursing decisions, on a 24-
hour basis, about the prevention and control of infection, providing advice to all grades of 
staff on the management of infected patients and other infection control problems.  
  
The functions of the Team include: - 
 
• Identification and control of outbreaks – in collaboration with the CCDC and an 

outbreak control group as appropriate. 
• Education of hospital staff in infection control procedures. 
• To produce, review and update Infection Control Policies and Guidelines. 
• Formulation of an annual programme of work and support its implementation 
• Liaison with the Occupational Health Service on relevant staff health issues. 
• Liaison with clinical teams on the development of standards, audit and research. 
• To act as a resource for, and provide specialist advice to, both clinical and non-clinical 

health care staff, managers, clinicians, contract workers, patients and their 
carers/visitors. E.g. advice regarding direct patient care practices, food hygiene 
practices, waste disposal, environmental hygiene, purchase of new equipment, 
commissioning of new buildings, laundry management, health and safety, 
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decontamination processes, isolation procedures, transportation of specimens, health 
screening of staff. 

• Assist with Infection Control NHSLA Standards 
 
5.18 Estates & Facilities    

 
Has overall responsibility for management of Security to include the following: 
 
 Responsibility for interrogation of incident data for security related events, identifying 

themes and influencing specific action plans. 
 Production of security reports for the Trust Health and Safety Committee. 

Conducting security related risk assessments and prioritise expenditure and formulate 
bids to mitigate risks identified.  

 Ensure compliance against external performance assessment specifically relating to 
security.  

 To conduct an annual risk assessment regarding the physical security of premises and 
assets.  Actions identified there from to be included in a Trust Wide Risk Assessment 
Action Plan. 

 
5.19 Training and Development   
 

The Training and Development Department has overall responsibility for facilitating and 
coordinating the provision of corporate Training activities to meet the requirements of the 
Mandatory Training Plan to include the following: 
 
 Development of a specification of Mandatory Training. 
 Provision of a corporate induction programme and coordination of the mandatory 

updates programme for all staff   
 Monitoring the quality and effectiveness of corporate induction and mandatory updates 

programmes 
 Facilitation of management induction programmes in association with Divisional 

Directors / Divisional Managers / Lead Consultants and Divisional Risk Leads 
 Utilisation of a variety of learning interventions that maximise accessibility of training for 

all staff and achieves localisation of learning 
 Provision of advice and guidance on the delivery of Divisional mandatory training 

including local and specialty induction 
 Provision of ‘training for trainers’ support and skills development programmes to support 

divisional leads with local training delivery 
 Production of data and reports with regard to attendance and compliance with corporate 

mandatory training provision 
 Liaison with external providers of mandatory training 
 Systematic review of the appraisal and personal development plan process as an 

integral component of compliance with the Mandatory Training Plan 
 Monitoring the resource implications of corporate mandatory training provision 

 
6. Relevant Committees with responsibilities for Risk Management  

 
This section describes how the responsibilities of different Trust committees for risk 
management will be executed. Trust Board Sub Committees and Executive Groups 
Reporting structure is at Appendix 3.  

 
6.1 Trust Board’s Reserved Risk Management Role 
 

The Trust Board is ultimately accountable for ensuring that the Trust is doing its 
‘reasonable best’ to achieve the requirements of the corporate assurance programme. The 
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‘open and transparent’ culture of the Trust in terms of the way it conducts its business and 
affairs enhances this, as does the Trust’s desire to be a learning organisation. 
 

6.2 Audit Committee 
 
The Audit Committee is established as a statutory committee of the Trust Board in its own 
right and it will be for the Chair of the Audit Committee to ensure that all relevant material is 
shared appropriately and all necessary action is set in train.  The Audit Committee’s 
primary role is to: 
 
• Ensuring that the Board has the means to develop a sound assessment of risk and 

that the Trust has adequate plans, processes and systems for minimising risk. 
• Taking a strategic overview of the Assurance Framework and approving reports 

provided to the Board. 
• Providing assurance of effectiveness of the wider risk management programme 

within the Trust.   
• Review and monitor Internal and External Audit workplans.  
• Ensuring the Trust Board, as a whole, has an understanding of strategic risks facing 

the Trust. 
 

6.3 Clinical, Quality & Governance Committee 
 
The Clinical, Quality & Governance Committee is not a formal sub committee of the Board.  
However, it will have direct access to the Board should it feel there are issues that need to 
be reported to them.  Its primary focus will be matters of patient safety and it will have a 
number of executive level groups reporting to it, all of which will have responsibility for a 
specific aspect of patient safety.  It will have a broad membership with substantial clinical 
involvement.  It will be chaired by the Director of Patient Safety / Medical Director, or other 
senior clinician and will also have a Non Executive Director within its membership. Refer to 
Appendix 3 for the Trust Board Sub Committees and Executive Groups Reporting 
Structure. 
 
NB: (This section of the Risk Management Strategy will be updated following ratification and drawing 
up of formal Terms of Reference). 

 
6.4 Clinical Standards Executive Committee 

 
Clinical Standards Executive will be the Executive arm of the Clinical Quality and 
Governance Committee from whom it will seek advice, though its accountability as an 
Executive Group will be through the Executive line. The Director of Patient Services / 
Medical Director will chair the CSE. It will be responsible for providing a day-to-day focus on 
the achievement of high quality clinical services, which will entail: 
 
• Reviewing divisional performance in relation to clinical standards on a quarterly basis, 

taking action where necessary to ensure any aspects of concern are addressed and 
improved 

• Receiving assurance that a patient safety culture is being developed within the Trust 
and thereby ensuring developmental progress against Standards for Better Health 
Developmental Standard D1.  

• Reviewing compliance, monitoring and seeking assurance against relevant Standards 
for Better Health and NHSLA Risk Management Standards. 

• Investigating and progressing serious clinical deficiencies, notified through divisions 
Serious Untoward Incident and exception reporting, ensuring that specialist advice is 
made available as necessary. 

• Making progress to achieve compliance with national guidance e.g. NICE, NSFs, etc 
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• Positively supporting the development of professional and personal standards of 
conduct and practice. 

• Reviewing and monitoring relevant standards within Standards For Better Health and 
undertake reporting in line with organisational requirements. 

• Reviewing clinical risks and ensure that, where necessary these are incorporated into 
the risk register. 

 
6.5 Health & Safety Committee 
 

The Health & Safety Committee will ensure that the standards of health and safety are 
maintained and will monitor the effectiveness of these standards in order to ensure the 
health, safety and welfare of all Trust employees and contractors. It is responsible for: 
 
• Review accident statistics and trends so that reports can be made on unsafe and 

unhealthy conditions and practices, together with recommendations for corrective 
action. 

• Advise on the development of safety policies and work practices. 
• Monitor and review reportable incidents (RIDDOR) and incident investigation reports as 

prepared by individual managers. 
• Monitor the effectiveness of Health and Safety training. 
• Provide a link with the appropriate inspectorates of the enforcing authority. 
• Maintain adequate records of the proceedings and activities of the Committee. 
• To advise the Trust Executive and Board on health and safety matters. 
• Review and monitor the Trust Health & Safety Risk register 

 
6.6 Complaints, incidents & Near Misses Review Group 

 
Divisional Risk Lead Group is responsible for ensuring that the Trust’s clinical procedures 
and practices are effective in protecting patients, visitors and staff, by ensuring that they 
comply with national requirements, promote best practice and are effective in the 
identification and elimination or reduction of hazards. It is responsible for: 
 
• Spearheading within the Trust a positive patient safety culture ensuring Department of 

Health promoted tools are utilised within the Trust and results are fedback to the Group. 
• Ensuring joint working on the management of the Trust Risk Register and to 

collaboratively analyse and effectively manage and learn from high-risk issues identified 
by the Group ensuring cross-divisional learning takes place. 

• Monitoring the effectiveness of the risk systems in place ensuring recommendations are 
made and implemented. 

• Collaboratively and effectively monitoring and evaluating high scoring incidents and 
generic process of incident reporting and handling. 

• Collaboratively analysing and managing emerging themes from incident reporting, risk 
reviews, Quality Assurance and Litigation. 

• Working collaboratively on the management and further development of the Trust risk 
database. 

• Positively influencing /initiating local departmental specific quality development and/or 
risk projects with an aim to proactively managing risk. 

• Providing feedback on emerging themes, lessons learnt and key recommendations 
directly to the Divisional Multi-Professional Risk Review Groups, Clinical Standards 
Executive and ensuring that the Clinical Quality & Governance Committee are apace of 
emerging priorities. 

• Receiving updates on Standards for Better Health and, monitor and facilitate ongoing 
compliance with risk related core and developmental standards (Seven Steps to Patient 
Safety). 

• Providing assurance of good integrated governance. 
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7. Risk Analysis Tools 
 

The Trust has adopted a standard methodology consistent with the Australian Risk 
Management Standard AS/NZS 4360 and now advocated by the National Patient Safety 
Agency for identifying and measuring risks.  This standard methodology will be applied 
where appropriate in Divisions and in Trust wide assessments of risk, including for example 
purchase of new equipment, allocation of funding and organisational changes.  This 
methodology assesses the likelihood and consequences of risk events and issues. The 
Risk Analysis tools are included in Appendix 5.  

 
8. Risk Management Process 
 

The purpose of risk management in health care is to reduce risks to patients and staff in 
order to improve the safety and quality of care provided.  It is also used to evaluate the 
delivery of clinical care, the environment in which it is delivered and the financial resources 
available.  It is an approach that is common to Corporate and Clinical Governance. 
 
Risk Management is about managing uncertainty.  It is dependent upon a number of 
factors, some of which may be out of our control, e.g. social and political pressures and 
others which we can influence, e.g. human behaviour and performance and working 
practices. 
 
The Trust’s Risk Management Strategy is designed to assist individuals in identifying and 
determining risk activities so that resources can be targeted to reduce risks. 
 
The types of risks that might be encountered in the Trust include: 

 
 Business and Financial Risk (Contracts, revenue, capital funds) 
 Clinical Risk (associated with the diagnosis and treatment of patients) 
 Legal Risk (risks arising through non-compliance with existing legislation e.g. 

occupational health and safety legislation) 
 Organisational Risk (risks arising from ineffective implementation of policies and 

procedures, poor communication, poor staffing and management structures). 
 Environmental Risk (risks arising from the failure to provide a safe and suitable 

environment for work contractors, patients and visitors) 
 
Examples of risks might include: 
 
 Patients who may or were injured as a result of interventions, procedures, treatment or 

care 
 Employees who may suffer physical or emotional damage as a consequence of their 

work 
 Injury to a member of the public 
 Theft or fraud 
 Damage to the physical assets of the Trust 
 Damage to the reputation of the Trust 
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The risk management process will be as shown in the diagram set out below: 
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Guidelines for the Risk Matrix and Risk Register together with the tolerance levels (of 
acceptable risk) are at Appendix 4.   Trust management must ensure that any risks which 
fall above the tolerance lines are reported to the Divisional Risk Lead, Risk Manager or 
Head of Clinical Governance & Risk, the Executive Director and in the case of clinical risk, 
the Lead Consultant or Clinical Director immediately, who will take appropriate action.  
They will then inform the relevant committee, as soon as is practically possible. 
 
Initially, it is the responsibility of the Divisional Risk Leads to ensure all risks identified 
within their division are included on their divisional risk registers.   Risks scoring less than 
15 will be the responsibility of the division to manage and reduce their potential impact on 
the Trust.  All organisational risks and risks scoring greater than 15 will be included on a 
high level Risk Register where they will be regularly considered by relevant committees. 
 
The Trust uses Datix, an electronic risk management system for the management of all 
risks, claims, complaints, PALS and incident reporting data. This programme will be 
accessible by the Risk Leads and other key staff throughout the Trust for appropriate 
interrogation and reporting thereby additionally identifying risk issues and themes for 
attention. 
 
Root cause analysis (RCA) will be considered on all incidents scoring over 9.  Further risks 
identified from analysis will be placed on the Risk Register and passed to the relevant 
individuals/committees for action. Further detailed information on RCA is available from the 
Incident & Investigation Policy. 

 
8.1 Main Elements of the Risk Management Process 
 

Risk management can be applied at many levels in an organisation.  It can be applied at 
the strategic level and at operational levels it may be applied to specific projects, to assist 
with specific decisions or to manage specific recognised risk areas. 

 
Risk management is an iterative process that can contribute to organisational improvement.  
With each cycle risk criteria can be strengthened to achieve progressively better levels of 
risk management. 

 
For each stage of the process adequate records should be kept, sufficient to satisfy 
independent audit. 
 
The main elements of the risk management process are the following: 
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a) Establish the context 
 

Establish the strategic, organisational and risk management context in which the 
rest of the process will take place.  Criteria against which risk will be evaluated 
should be established and the structure of the analysis defined. 

 
b) Identify risks 
 

Identify what, why and how things can arise as the basis for further analysis by 
using the Trust’s generic risk assessment form and transferring the results to a 
comprehensive Risk Register.  
 

c) Analyse risks 
 

Determine the existing controls and analyse risks in terms of likelihood and 
consequence in the context of those controls.  The analysis should consider the 
range of potential consequences and how likely those consequences are to occur.  
Likelihood and consequence may be combined to produce an estimated level of 
risk. 

 
d) Evaluate risks 
 

Compare estimate levels of risk against the pre-established criteria.  This enables 
risks to be ranked so as to identify management priorities.  If the levels of risk are 
low, then risks may fall into an acceptable category and treatment may not be 
required.   

 
e) Treat risks 
 

Accept and monitor low-priority risks.  For other risks, develop and implement a 
specific management plan that includes consideration of funding. 

 
f) Monitor and Review 
 

Monitor and review the performance of the risk management system and changes, 
which might affect it. 

 
g) Communicate and consult 
 

Communicate and consult with internal and external stakeholders as appropriate at 
each stage of the risk management process and concerning the process as a 
whole. 

  
9. Risk Management Training 
 

The Trust Board recognises the importance of training staff so that they are fully aware of 
the Trust’s risk management procedures and their risk management responsibilities within 
the Trust’s system and that training and education is central to the successful   
implementation of its Risk Management Strategy. 
 
The development of the risk management training programme provides the mechanism for 
all grades of staff (including Non Executive Directors, Executive Directors and Senior 
Management staff) to gain an appropriate level of understanding. 
 
The Trust identifies its training needs through risk assessment and undertakes a Training 
Needs Analysis to assist in identifying the key subject areas in relation to risk where training 
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needs are required. The Trust’s Training Needs Analysis outlines the risk management 
training available and the annual updates, including details of all grades of staff (including 
Non Executive Directors, Executive Directors and Senior Management staff) identified to 
attend each type of training and the frequency of updates required for each type of training.  
 
Appendix 6 outlines the strategy for delivery of Risk Management Training within the Trust.  
 

10. Monitoring and Review of the Risk Management Strategy  
 
The Risk Management Strategy has been developed in light of currently available 
information, guidance and legislation that may be subject to review. The Risk Management 
Strategy will be reviewed annually and any recommendations for change submitted to the 
Trust Board via the Audit Committee.  
 
The Risk Management Strategy will be monitored for effectiveness by the following 
processes: 
 
• Approval of this document will be by formal ratification by the Trust Board with final 

publication on the Trust’s Intranet.  This process is covered by the process for 
developing organisation-wide procedural documents as set out in the Policy 
Development Framework. 

• The process for board-review of the Trust Risk Management Systems and Risk 
register will be audited yearly by the Trust’s internal auditors. 

• The process for the management of risk locally, which reflects the Trust Risk 
Management Strategy will be audited six monthly by the Risk Management 
Department and presented to the Divisional Risk Leads Group and Clinical Quality 
and Governance Group.  Additionally selected key performance indicators on the 
management of risk will be reported monthly by the Risk Management Department. 

• The duties of key individuals for risk management activities will be monitored through 
the Trust Appraisal process.   Additionally, on a more generic scale, there will be 
quarterly audit of staff groups and incident reporting.    

• With regard to authority of all managers with regard to managing risk, the H&S 
Department will undertake regular audit of ward and departments and accordingly 
their managers’ compliance with statutory responsibilities under the H&S At Work Act 
(1974). 

 
11.  Proposed work programme for 2008/09 
 

 Achieve Level 1 against the NHSLA Risk Management Standards and prepare for the 
introduction of Level 2. 

 Work towards Level 2 of the NHSLA Risk Management Standards for Maternity. 
 Comply with the core Standards for Better Health. 
 Achieve good developmental progress against the NPSA’s Seven Steps to Patient 

Safety. 
 Continue to increase the level of awareness and understanding of risk management 

processes for all staff.  
 Implement the Datix E-form.  
 Identify and monitor a range of Risk Management performance indicators. 
 Further develop and embed the Assurance Framework.  
 Ensure the requirements to achieve a full Statement on Internal Control are in place. 
 Strengthen the links between clinical governance and risk management. 
 Support the achievement of Level 2 compliance against the relevant elements of the 

Auditors Local Evaluation (ALE). 
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12. References
 

This Strategy is linked to the following:- 
 

 Divisional Risk Management Strategies and Policies 
 Incident Reporting & Investigation Policy (Including the Management of Serious 

Untoward Incidents (SUIs) 
 Procedure for A Systematic Approach To Incidents, Complaints and Claims 

Management, Analysis and Sharing Safety Lessons 
 Claims Policy 
 Procedure for A Systematic Approach To Incidents, Complaints and Claims 

Management, Analysis and Sharing Safety Lessons 
 Mandatory Training Specification 
 Induction and Mandatory Training Policy 
 Health and Safety Policies 
 Raising Concerns Policy 
 Infection Control Policies 
 Radiation Safety Policy 
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Appendix 1 – Escalation of Strategic Risks (Process Summarised in Flowchart) 
 
The vast majority of strategic risks identified will be reported through the Risk Sub-Committees, 
although it is acknowledged that risks may arise outside of this process that will require an 
immediate and effective response.  Once a Committee reviews a risk and a decision is made to 
escalate, the relevant Chair will bring it to the attention of the Head of Clinical Governance, Quality 
and Risk.  The Head of Clinical Governance and Risk in tandem with the appropriate Director, will 
make a judgement as to whether it should be viewed as a ‘strategic risk’, i.e. a risk that threatens 
the achievement of one or more of the Trust’s strategic objectives, by using the criteria below: 
 

♦ Does the risk significantly threaten any one of the Trusts Strategic Objectives? 
♦ Does the risk threaten becoming or remaining compliant with one or more core standards 

in the ‘Standards for Better Health’ 
♦ Does the risk critically threaten the successful delivery of a national target? 
♦ Does the risk threaten/affect more than one Division or numerous patients/staff 
♦ There is a potential situation which left unmanaged may politically damage the reputation 

of the trust leading to local and national media coverage? 
 

 The Head of Quality and Risk will then seek confirmation of the following: 
 

1. That the said risk has already been reviewed and minuted by the appropriate Committee 
2. That the said risk has been entered on to the Trust Risk Register 
3. That there is an appropriate and realistic action plan in place 
4. That risk scoring is appropriate and reflects the true scope of impact on the Trust 
5. The Committee’s rationale for escalation 

 
If it is decided that the risk does not meet the criteria to be deemed a strategic risk, this is 
communicated back to the Committee who will retain responsibility for monitoring and reviewing 
the risk in line with their current practice.  The Committees retain the right of appeal against such a 
decision provided they can provide the appropriate rationale.  However, it advised that they would 
apply the above criteria before escalating.  Should the risk picture deteriorate then the Head of 
Quality and Risk and appropriate Director can review the Risk upon request.   
 
Once a judgement has been made that the risk is indeed strategic, the Head of Quality and Risk 
will identify it as such on Datix and it will be added to the Assurance Framework.  The Assurance 
Framework will then be presented to the Audit Committee for discussion and identification of any 
additional issues before it is escalated to the Trust Board.   
 
Whilst the above process is preferable, there may be occasions, where a risk is identified that 
requires urgency of mitigation and will require immediate escalation to the Trust Board. It will be at 
the discretion of the identifying director to bypass normal process and escalate direct to the Board. 
The responsibility director should however inform the Head of Clinical Governance & Risk of this 
intention to escalate so that it may be recorded appropriately. 
 
The Trust Board will review the Assurance Framework on a quarterly basis. 
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Escalation of Strategic Risks Flowchart 
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Appendix 2 – Maintenance of Standards for Better Health Assessments (SFBH) 
 
The overall co-ordination and onward reporting in relation to progress made against the SFBH sits 
with the Director for Patient Safety and Medical Director.  Operational management in this respect 
lies with the Head of Clinical Governance & Risk. 
 
It is the responsibility of the individual Executive Directors who have been assigned Domains to 
ensure compliance is met and sustained. All domains are aligned to a Non-Executive Director. 
 
Individual Standards from each of the Domains is assigned to an Operational Lead, whose 
responsibility it is to:  
 
• Ensure that action plans are produced for every non-compliant Standard (Core and 

Developmental) and progressed 
• Report progress through the relevant forums   
• Compile evidence in support of compliance with their Standards.  
• Report final compliance / non-compliance to the Head of Clinical Governance & Risk 
 
The Datix SFBH Module will be the tool of choice for collating evidence.  This database will be 
audited on a rolling basis to ensure that evidence stored in it matches that declared by the 
Standard Leads within their action plans. 
 
Reporting and Monitoring Structure 
 
As part of a robust governance framework the Trust must remain assured that progress against the 
SFBH is sustained.  As such, all Standards are aligned to a relevant forum to monitor progress. 
These meetings will have a regular agenda item to discuss progress against the Standards within 
their remit and minutes will be produced that evidence both review and actions proposed, so that 
adequate assurance is maintained.   
 
In order to monitor progress and delivery of SFBH, the following meetings will be held: 

 
 The Director of Patient Safety and Medical Director, Associate Director for Integrated 

Governance and Head of Clinical Governance & Risk, will meet monthly to review progress 
made against the Standards 
 

 The Head of Clinical Governance & Risk will meet quarterly with Executive Director SFBH 
Leads in order to monitor overall compliance for each Domain 
 

 The Head of Clinical Governance & Risk will meet with Operational Leads where there is a risk 
of non-compliance with Core Standards, thereby facilitating them to work towards compliance 
and provide further assurance to the Board 

 
The Head of Clinical Governance & Risk will provide quarterly reports for the Strategic Health 
Authority and Local PCT on the progress being made in implementing and delivering Standards for 
Better Health. 
 
Quarterly SFBH progress reports will be produced for the Clinical Standards Executive, Audit 
Committee and Trust Board. 
 
Annual Declarations 
 
Director for Patient Safety and Medical Director in conjunction with the Head of Clinical 
Governance & Risk will be responsible for making the Trust’s Annual Declaration.   
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Appendix 3 – Trust Board Sub Committees and Executive Groups Reporting Structure  
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The following Groups will make annual reports to the Clinical Quality & Governance Committee and raise issues with the Medical Director in the 
first instance: Medical Devices Group; Resuscitation Committee, Blood Transfusion Committee 

* These are Executive Directors who have lead responsibility for the groups below them and report to the Board via the CEO
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Appendix 4 – Guidance on Risk Register & Risk Scoring Matrix 
 
1. Introduction 
 

This guidance sets out a practical and easily applicable approach to the identification and 
prioritising of the Trust’s exposure to risk and its potential consequences.  It serves as a 
model of an integrated control framework whose primary focus is to support the 
management of risk within the context of clinical and corporate governance. 
 
The register and the assessment can be adapted to any clinical or non-clinical environment 
and successfully initiated by any member of the team or department.  It can be used 
equally well as a tool by managers when risk assessing situations resulting in complaints 
and potential litigation claims. 
 
The assessment process comprises definition, scope and impact of risk. It provides an 
effective means of mitigating the inherent risks associated with the delivery of services and 
the achievement of corporate objectives. Moreover, it enables the continuous review of the 
appropriateness, success and compliance with laws and regulation of operational 
procedures and their outcomes. 
 
This assessment system and Risk Register covers the whole ambit in which care is 
delivered to the patient, and the arenas in which the risk or its effects may impact. 
 
The Risk Register should comprise a list of risks that are foreseeable, whether or not 
relevant incidents have already occurred or not.   

 
2. The Risk Register 
 

The aim of any risk assessment should be to review all significant areas.  The definition of 
significant risk will vary, but will normally include those risks that could lead to death, 
disability or severe distress to staff or patient, significant reputation problems for the Trust 
or financial loss.   Other risks, such as falls, which are less serious but occur more often, 
are just as significant. 
 
As part of good governance the Trust is required to have an organisation wide risk register 
that is populated by data representing all known risks. 
 
The risk register provides a picture of the actual and possible risks that have occurred or 
may occur.  This picture lists the risks that adversely affect the people, services and 
environment within the Trust; and outlines the degree of severity and consequence, and 
chance of occurrence. Using all this information, each risk is ranked by priority with an 
accompanying risk treatment plan and timescale.  It is this comprehensive and detailed 
picture that is the risk register. 

 
The risk register picture comprises collated data produced by departments or corporate 
incident capture systems such as drug errors, Health and Safety reports, clinical audits, and 
external assessment standards. 
 
The components of the risk register can be pulled out separately – i.e. the priority of the risk 
or its expected recurrence - or the type of risk, for instance falls in vulnerable patients. 

 
The range of risk includes events or matters that impact on:   

 
1) Patients, staff, contractors and visitors 
2) Services, activities, treatments, care, behaviour, facilities and equipment; 
3) Goods, products and materials. 
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Risk may be identified from a wide variety of different sources: 
 
• Claims 
• Complaints/PALS 
• Incident reporting 
• Whistle-blowing 
• Comment boxes 
• Sickness absence 
• Medical devices checks 
• Audit 
• Organisation’s objectives / Assurance 

Framework 
• Business planning 
• Projects 
• Emergency planning 
• Risk assessments 
• Services user groups 
• Fire protection 
• Self-assessment/benchmarking 
• Team meetings  
• Staff Surveys 
• Feedback from unions  
• Coroner reports 

• Health & Safety Executive 
• Healthcare Commission 
• Monitor 
• Mental Health Act Commissioners 
• Trading standards 
• NPSA 
• Environmental Health 
• MHRA 
• Police 
• Media 
• NHSLA 
• NICE 
• National Confidential Enquiries 
• LSA Report 
• Strategic Health Authority 
• Audit 
• Professional bodies 
• Health Protection Agency 
• National Initiatives 
• New legislation 
Note:   This list is not exhaustive. 

 
All risks should be included on local risk registers where it is the divisions/corporate 
departments’ responsibility to manage and reduce potential impact on the Trust.  Significant 
risks scoring >15 or high level risks requiring involvement higher up the organisation are fed 
through to a high-level risk register (Refer to Appendix 1 for further guidance).   All 
individual contents of the Risk Register based upon their score will be assigned a degree of 
priority (low, medium, high), which will determine a timescale for their management, and 
minimisation of risk.  However, the Trust does not have the discretion to prioritise risk 
based on the level assessed where there is a mandatory or legal requirement or 
prohibition.   In these cases, then these risks automatically assume high priority. 
 
The key components of the risk register are: - 
 
Details of Risk 
The risk scores – Current & Target 
Controls in Place 
Action Plan 
Opened & Review dates 
Division Responsible for the risk 

 
2.1 Rolling Programme Of Review And Updating Of Risk Register 
 

Risks should be systematically identified and recorded on a continuous basis. It will be the 
responsibility of all areas within the Trust to continuously capture and analyse risk identified 
from departmental risk assessments, adverse events and external assurance assessments 
and added to the Trust Risk Register. 
 
The effective use of the Risk Scoring Matrix will further identify individual risk themes 
arising from non-clinical and clinical incidents and associated risk assessments.   Whilst 
these remain unmanaged and therefore unresolved, they should remain ‘open’ on the Risk 
Register. 
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The maintenance of a Trust Risk Register necessitates a duty to review controls 
continuously to ensure that they remain appropriate in design and effective in operation.   
This is the role of key staff contributing to the Risk Register and will be monitored by the 
Divisions and the Risks Management Group. 
 
To use the risk quantification tool to inform a Trust Risk Register, qualitative measures of 
consequence should be applied to a prospective worst-case scenario.  For example, a hole 
in car park, could at worst, cause someone to fall down causing a fracture or, operating in 
theatre with inappropriate equipment could cause a less than favourable outcome for 
patient.  

 
The Trust’s Risk Register is populated on a Risk Management database software package 
(Datix).   This is networked and will be reviewed at executive and board level, in line with 
the Internal Control.   

 
2.2 Process for Populating the Risk Register 
 

The Risk Lead in tandem with the Divisional Manager must agree all local and principle 
risks identified from within the Divisions.  It will be the responsibility of the Divisional 
Manager to accept identified risks, agree an assigned risk score and to delegate the 
responsibility of commissioning an initial action plan to mitigate the risk and set a review 
date.  Only after the Divisional Manager has formally accepted the risk can it be 
entered onto the Risk Register (Datix) by the Risk Lead.  As a minimum, entries should 
include the following minimum required data: -  

  
o Source of Risk (e.g. CA, CNST) 
o Division 
o Summary of description of risk 
o Probability 
o Consequence 
o Risk Score 
o Likely impact to Trust 

o Summary of risk action plan  
o Approx investment required (£) 
o Risk Action Plan Lead 
o Expected date of completion 
o Date of review 
o Residual risk rating 
o Type of Risk (principle or local) 
 

It will be the responsibility of the Trust Risk Management Department to provide written 
reports the relevant Committees on a monthly basis of the latest additions to the risk 
register for validation / noting and to agree the assigned risk score and commissioning of a 
further action plan if appropriate.  However, a representative for the Division will present 
these written reports in more detail to the appropriate Committee.  Only after the chair of 
the appropriate Committee has signed acceptance of the risk may it remain on the Risk 
Register.    

 
It will be the responsibility of the Audit Committee to consult the Trust Board where 
necessary on all principle / significant and strategic risks and associated risk treatment 
plans on a continuous basis.  Any risk exposure should be recorded and exposure justified.   
Adequate contingency plans should be in place. 

 
Audit of principle risk entries will be conducted by the Risk Management Department for 
validity and completeness.    Where reviews are due the Risk Management Department will 
request a written progress report from the delegated individual to be appended to the entry 
on the risk register. 
 
Review of Local Risk entries will be the responsibility of the Divisional Manager.   Divisional 
Managers should ensure that risks whether local or principle, that can be mitigated locally, 
feature within their business plans.  Progress reports may be recorded on the risk register. 

 
Where either local or principle risks are identified from outside the division, e.g. Pharmacy 
identifying a risk within one of the wards, these can still be submitted using the above 
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process to either the Risk Management Department or the Divisional Risk Lead/Manager 
whichever one is appropriate. 

 
3.  The Rationale for Risk Scoring 

 
Risk is "The chance of something happening that will have an impact on objectives. It is 
measured in terms of consequences and likelihood." 
 
The Management of risk is integral to clinical and corporate governance underpinning and 
cohering many different strands and modes of incident, activity and outcome reporting.    
 
All identified risks are to be systematically assessed and prioritised.  Risk assessments 
should identify the significant risks arising out of the tasks/activities undertaken within the 
organisation and assess the scope of impact on the Trust.   This scope of impact is 
described later. 

 
Risk assessment involves two distinct stages: 
• Analysing risk, e.g. in terms of consequences and likelihood. 
• Evaluating risk by comparing against criteria such as those outlined above in order to 

set priorities.  (See Annex 1) 
 
The National Patient Safety Agency has been set up to take into account the systems 
already being used by other Trusts.   The most commonly used scoring system is one 
based upon a tool formulated by the Australian and New Zealand Risk Management 
Standards AS/NZS 4360:1999 and recommended by the Controls Assurance Standard, 
Risk Management System (Core Standard) Criterion 25. This scoring system is advocated 
by the NPSA. 

 
NHSLA Standards also advocates standardised development and management of risk 
within the NHS. It requires the systematic assessment and prioritising of all risks. These 
assessments should identify the significant risks, which arise from the tasks and activities 
and chart their impact.    

 
4. The Scope of Impact  
 

The Risk Matrix exposes many consequences, which together combine to show the 
complete nature and range of possible risk within the Trust. 
  
(i) Corporate importance 
 

a) Effect on service objectives  
b) Effect on clinical outcome 

 c) Operational exposure  
d) Financial exposure 
 

(ii) Corporate sensitivity 
 

a) Public image 
b)  Press interest 
c) Public accountability 
d) Legal compliance 

 
(iii) Inherent Risk 
 

a) Vulnerability 
b) System complexity 
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c) Pace of change  
d) Asset security 

 
(iv) Control Risk  
 

a) Previous audit knowledge 
b) Management control environment 
c) Condition of systems controls  
 

5.  Management Uses 
 
The tool is adaptable and can be used in a variety of ways with the aim of scoring, 
managing, recording and, educating on, risk. It is a tool to:  
 
(i) Review risks that have already occurred; 
(ii) Support the handling of risks that are current or happening; 
(iii) Plan for and minimise risks that may or will occur. 

 
It should be used to score risk in the following incidences: 
 
a) Clinical Incidents (including drug errors) 
b) Non clinical incidents (including fire, security, violence and aggression) 
c) Risk element of complaints 
d) Risk element of Pals enquiries 
e) Medical equipment purchases 
f) Ward or departmental risk assessments 
g) Estates Risk Notifications System reporting 
h) Business planning processes 
i) Service re-organisation 

 
5.1 Prospective Management 
 

It is envisaged that the matrix will serve as a tool to facilitate prospective risk assessment 
thus identifying the impact on the Trust that certain scenarios may have if left 
unmanaged/untreated.  Examples include Health and Safety risk assessments, suspension 
of services, renovation/maintenance work and staffing shortages.   Risks that score greater 
than 15 represent risks where there is a likelihood of significant impact upon individuals or 
the Trust which could arise on a frequent basis.   These risks cannot be tolerated by the 
Trust and therefore management with the aim of minimising risks to an acceptable level are 
warranted and should be recorded on an Action Plan.  Expected management of these 
prospective risks depending on calculated score is illustrated in the Risk Management 
Table. (See Annex 1) 

 
5.2 Business Planning 

 
The Trust has a responsibility to manage its limited resources to best effect against a 
background of competing requests, ranging from example statutory responsibilities and 
business development to health and safety obligations. 
 
The Risk Scoring Matrix can be used as a tool to inform investment and development 
decisions to be made by scoring the relative risks associated with either progressing or not 
different initiatives.  In short, if the Trust is not in a position to do all its wishes, it is 
necessary to identify what will expose the Trust to most risk.  The application of the matrix 
allows comparisons and prioritisation to be made.  
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6.  The Risk Scoring Matrix 
 

The Risk Scoring Matrix scores individual risks and events whether clinical or non-clinical.  
The scope of impact and likelihood criteria is organised into a matrix and can be used to 
identify acceptable and unacceptable risk. This matrix can be used across the Trust and by 
all departments. 

 
 
The risk assessment process follows these stages: 

 
 

Describe the incident / system / function 
to be risk assessed to ensure a clear 

understanding of the area under review

 
 
 
 

Use Table 1 of the Risk Analysis Tool 
(Appendix 6) to determine the 

consequence score(s) (C) for the 
potential adverse outcome(s) relevant to 

the risk being evaluated.

 
 
 
 
 
 
 
 

Calculate the risk score the risk 
multiplying the consequence by the 

likelihood:  
C (consequence) x L  (likelihood) = R 

(risk score)

Use Table 2 of the Risk Analysis Tool to 
determine the likelihood score(s) (L) for 

those adverse outcomes. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Look up score on risk scoring matrix and 
risk management table for required 

management action (Annexe 1) 
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Annexe 1 – Risk Management Table 
 
Level of Risk 

Legend Rationale Action by Manager/Committee Timescale Key Decision Makers Monitoring and 
Review 

 
Extreme 

Unacceptable 
(Trust Board 

Scrutiny 
zone) 

 
 

RED 
15-25 

 
Risks of this order are not acceptable under any 
foreseeable circumstances. Activity must be 
suspended until the risks are reduced to a lower level. 
In an emergency situation where the risk of all other 
alternative, including doing nothing, is even greater it 
would be reasonable to accept the risk at this level in 
the very short term. 
 

 
1. Immediate action is taken to suspend 

activity.   
2. Prioritised / costed risk treatment plan in 

place.   
3. Unmet resources identified to chair of 

relevant committee 
4. Assessed and prioritised by chair of 

relevant committee 
5. If decision made that risk is strategic, 

escalate as per Escalation Process 
(Appendix 1) 

6. Relevant Director advised of action 

 
Immediate 

 
Executive Director / 
Consultant in charge 
Risk Manager and Risk 
Lead within 24 hours 
Directorate Management 
Team 
Relevant Committee 
 

 
1 monthly from date 
of analysis risk 
assessments and 
Compliance audits by 
Ward and Service  
Managers reporting 
to appropriate forum 
within Division 

 
High 

Tolerable 
(Senior 

Management 
scrutiny 

zone) 
 
 

AMBER 
8-12 

 
Provided all reasonable measures* are in place based 
on best practice to manage and contain the risk at this 
level where the benefits outweigh the risk.  ALARP 
(as low as reasonably practicable) principle applies. 
AND immediate management action is taken to 
reduce the level of risk. 
If an injection of resources is effective in reducing the 
risks, this level of risk warrants the immediate 
expenditure of a major resource until the risk is 
reduced to a lower level 

 
1. Prioritised / costed risk treatment plan in 

place to minimise or eliminate risk 
2. Unmet resources identified and presented 

to chair of relevant committee  
3. With discretion case presented to 

relevant director  
4. Addressed and ratified by relevant 

director (if appropriate) 
5. Relevant Director & Committee advised 

of action (where appropriate). 

 
Immediate 

 
Departmental Managers 
Directorate Management 
Team 
Risk Manager and Risk 
Lead 
Relevant Committee  

 
3 monthly from date 
of analysis risk 
assessments and 
Compliance audits by 
Ward and Service 
Managers reporting 
to appropriate forum 
within Division 

 
Moderate 
Tolerable 

(Divisional 
scrutiny 

zone) 
 
 

YELLOW 
4-6 

 
Provided all reasonable measures* are in place based 
on best practice to manage and contain the risk at this 
level where the benefits outweigh the risk.  ALARP 
principle applied 
AND action is taken to reduce the risk still further 
within a limited agreed time span (3 months) 
If an injection of resources is effective in reducing the 
risks, this level of risk warrants the expenditure of a 
moderate resource until the risk is reduced to a lower 
level 
 

 
1. Prioritised / costed risk treatment plan in 

place to minimise or eliminate risk 
2. Unmet resources identified to relevant 

committee 
3. Assessed and prioritised by relevant 

committee 
4. Case presented to relevant Director 
5. Addressed and ratified by relevant 

committee 
6. Incorporate into budget setting and 

business planning processes 

 
Within 3 
months 

 
Ward Manager 
Service Manager 
Divisional Risk Lead 

 
6 monthly from date 
of analysis risk 
assessments and 
Compliance audits by 
Ward and Service 
Managers reporting 
to appropriate forum 
within Division 

 
Low 

Tolerable 
(Local 

scrutiny 
zone) 

 
 

GREEN 
1-3 

 
Provided all reasonable measures* are in place based 
on best practice to manage and contain the risk at this 
level.  ALARP principle applied 
AND action is taken to reduce the risk still further 
within an agreed time span (6 months). 
If an injection of resources is effective in reducing the 
risks, this level of risk warrants the expenditure of a 
low to moderate resource until the risk is reduced to a 
lower level 

 
1. Prioritised / costed treatment plan in 

place to minimise or eliminate risk 
2. Unmet resources identified 
3. Addressed and ratified within Division/ 

Directorate 
4. Incorporate into budget setting and 

business planning processes 

 
Within 6 
months 

 
Ward Manager 
Service Manager 
Divisional Risk Lead 

 
Yearly from date of 
analysis risk 
assessments and 
Compliance audits by 
Ward and Service 
Managers reporting 
to appropriate forum 
within Division 

Key:  * Compliance with existing and up to date department/ward procedures and policies
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Appendix 5 – Risk Analysis Tools 
 
Table 1 Consequence scores  
 
Choose the most appropriate domain for the identified risk from the left hand side of the table Then 
work along the columns in same row to assess the severity of the risk on the scale of 1 to 5 to 
determine the consequence score, which is the number given at the top of the column.  
 
 

Consequence score (severity levels) and examples of descriptors  

 1  2  3  4  5  

Domains  Negligible  Minor  Moderate  Major  Catastrophic  
Impact on the 
safety of 
patients, staff 
or public 
(physical/psyc
hological 
harm)  

Minimal injury 
requiring no/minimal 
intervention or 
treatment.  
 
No time off work 

Minor injury or 
illness, requiring 
minor intervention  
 
Requiring time off 
work for >3 days  
 
Increase in length of 
hospital stay by 1-3 
days  

Moderate injury  
requiring 
professional 
intervention  
 
Requiring time off 
work for 4-14 days  
 
Increase in length of 
hospital stay by 4-15 
days  
 
RIDDOR/agency 
reportable incident  
 
An event which 
impacts on a small 
number of patients  
 
 
 
 

Major injury leading 
to long-term 
incapacity/disability  
 
Requiring time off 
work for >14 days  
 
Increase in length of 
hospital stay by >15 
days  
 
Mismanagement of 
patient care with 
long-term effects  

Incident leading  to 
death  
 
Multiple permanent 
injuries or 
irreversible health 
effects 
  
An event which 
impacts on a large 
number of patients  

Quality/compla
ints/audit  

Peripheral element 
of treatment or 
service suboptimal  
 
Informal 
complaint/inquiry  

Overall treatment or 
service suboptimal  
 
Formal complaint 
(stage 1)  
 
Local resolution  
 
Single failure to 
meet internal 
standards  
 
Minor implications 
for patient safety if 
unresolved  
 
Reduced 
performance rating if 
unresolved  

Treatment or service 
has significantly 
reduced 
effectiveness  
 
Formal complaint 
(stage 2) complaint  
 
Local resolution 
(with potential to go 
to independent 
review)  
 
Repeated failure to 
meet internal 
standards  
 
Major patient safety 
implications if 
findings are not 
acted on  

Non-compliance 
with national 
standards with 
significant risk to 
patients if 
unresolved  
 
Multiple complaints/ 
independent review  
 
Low performance 
rating  
 
Critical report  

Totally unacceptable 
level or quality of 
treatment/service  
 
Gross failure of 
patient safety if 
findings not acted 
on  
 
Inquest/ombudsman 
inquiry  
 
Gross failure to 
meet national 
standards  

Human 
resources/ 
organisational 
development/ 
staffing/ 
competence  

Short-term low 
staffing level that 
temporarily reduces 
service quality (< 1 
day)  

Low staffing level 
that reduces the 
service quality  

Late delivery of key 
objective/ service 
due to lack of staff  
 
Unsafe staffing level 
or competence (>1 
day)  
 
Low staff morale  
 
Poor staff 
attendance for 
mandatory/key 
training  

Uncertain delivery of 
key 
objective/service 
due to lack of staff  
 
Unsafe staffing level 
or competence (>5 
days)  
 
Loss of key staff  
 
Very low staff 
morale  
 
No staff attending 
mandatory/ key 
training  

Non-delivery of key 
objective/service 
due to lack of staff  
 
Ongoing unsafe 
staffing levels or 
competence  
 
Loss of several key 
staff  
 
No staff attending 
mandatory training 
/key training on an 
ongoing basis  
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Statutory duty/ 
inspections  

No or minimal 
impact or breech of 
guidance/ statutory 
duty  

Breech of statutory 
legislation  
 
Reduced 
performance rating if 
unresolved  

Single breech in 
statutory duty  
 
Challenging external 
recommendations/ 
improvement notice  

Enforcement action  
 
Multiple breeches in 
statutory duty  
 
Improvement 
notices  
 
Low performance 
rating  
 
Critical report  

Multiple breeches in 
statutory duty  
 
Prosecution  
 
Complete systems 
change required  
 
Zero performance 
rating  
 
Severely critical 
report  

Adverse 
publicity/ 
reputation  

Rumours  

Potential for public 
concern  

Local media 
coverage –  
short-term reduction 
in public confidence  
 
Elements of public 
expectation not 
being met  

Local media 
coverage – 
long-term reduction 
in public confidence  

National media 
coverage with <3 
days service well 
below reasonable 
public expectation  

National media 
coverage with >3 
days service well 
below reasonable 
public expectation. 
MP concerned 
(questions in the 
House)  
 
Total loss of public 
confidence  

Business 
objectives/ 
projects  

Insignificant cost 
increase/ schedule 
slippage  

<5 per cent over 
project budget  
 
Schedule slippage  

5–10 per cent over 
project budget  
 
Schedule slippage  

Non-compliance 
with national 10–25 
per cent over project 
budget  
 
Schedule slippage  
 
Key objectives not 
met  

Incident leading >25 
per cent over project 
budget  
 
Schedule slippage  
 
Key objectives not 
met  

Finance 
including 
claims  

Small loss Risk of 
claim remote  

Loss of 0.1–0.25 per 
cent of budget  
 
Claim less than 
£10,000  

Loss of 0.25–0.5 per 
cent of budget  
 
Claim(s) between 
£10,000 and 
£100,000  

Uncertain delivery of 
key objective/Loss 
of 0.5–1.0 per cent 
of budget  
 
Claim(s) between 
£100,000 and £1 
million 
 
Purchasers failing to 
pay on time  

Non-delivery of key 
objective/ Loss of >1 
per cent of budget  
 
Failure to meet 
specification/ 
slippage  
 
Loss of contract / 
payment by results  
 
Claim(s) >£1 million  

Service/busine
ss interruption 
Environmental 
impact  

Loss/interruption of 
>1 hour  
 
Minimal or no 
impact on the 
environment  

Loss/interruption of 
>8 hours 
  
Minor impact on 
environment  

Loss/interruption of 
>1 day  
 
Moderate impact on 
environment  

Loss/interruption of 
>1 week  
 
Major impact on 
environment  

Permanent loss of 
service or facility  
 
Catastrophic impact 
on environment  

 
Table 2 Likelihood score (L)  
 
What is the likelihood of the consequence occurring?  
 
The frequency-based score is appropriate in most circumstances and is easier to identify. It should 
be used whenever it is possible to identify a frequency.  
 
Likelihood score  1  2  3  4  5  

Descriptor  Rare  Unlikely  Possible  Likely  Almost certain  
Frequency  
How often might 
it/does it happen  
 
 
 
 
 

This will probably 
never happen/recur  
 

Do not expect it to 
happen/recur but it 
is possible it may do 
so 
 
  
 
 

Might happen or 
recur occasionally 
 

Will probably 
happen/recur but it 
is not a persisting 
issue 
 
 
 
 

Will undoubtedly 
happen/recur,pos
sibly frequently 
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Table 3 Risk scoring = consequence x likelihood (C x L )  
 
 Likelihood  

Likelihood score  1  2  3  4  5  
 Rare  Unlikely  Possible  Likely  Almost 

certain  
5 Catastrophic  5  10  15  20  25  

4 Major  4  8  12  16  20  

3 Moderate  3  6  9  12  15  

2 Minor  2  4  6  8  10  

1 Negligible  1  2  3  4  5  
 
For grading risk, the scores obtained from the risk matrix are assigned grades as follows 
 
 1 - 3 Low Risk 
 4 - 6 Moderate Risk 
 8 - 12 High Risk 
 15 - 25 Extreme Risk 
 
 
Instructions for use  

1. Use table 1 to determine the consequence score(s) (C) for the potential adverse 
outcome(s) relevant to the risk being evaluated.  

2. Use table 2 to determine the likelihood score(s) (L) for those adverse outcomes. If possible, 
score the likelihood by assigning a predicted frequency of occurrence of the adverse 
outcome. If this is not possible, assign a probability to the adverse outcome occurring within 
a given time frame, such as the lifetime of a project or a patient care episode. If it is not 
possible to determine a numerical probability then use the probability descriptions to 
determine the most appropriate score.  

3. Calculate the risk score the risk multiplying the consequence by the likelihood: C 
(consequence) x L   (likelihood) = R (risk score)  
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Appendix 6 – Risk Management Training Strategy 
 
1.  Introduction 
 

The Trust Board is committed to leading the organisation forward to deliver a quality service 
and achieve excellent results, thereby ensuring that the organisation makes the very best 
possible use of public funds.  The Board intends to use the risk management processes as 
a means to help achieve these goals. 
 
The purpose of this strategy is to outline the training requirements / provision to enable us 
to ensure:  
 

• A successful implementation and maintenance of the Trust’s approach to Risk 
Management as outlined in the Risk Management Strategy 

• To help managers and staff learn to manage risk 
• To help embed risk management at every level of the organisation 
• Board members and staff will be appropriately trained in incident reporting and 

carrying out risk assessments and in using the Trust Risk Register 
• That staff undertaking incident investigation have the appropriate skills and 

knowledge 
 
2.  Process for Identifying and Sanctioning Mandatory Training Needs 
 
2.1 Identification of Training Needs for all Trust Staff 
 

The Trust identifies its training needs through risk assessment and undertakes a Training 
Needs Analysis to assist in identifying the key subject areas in relation to risk where training 
needs are required.  
 
The Trust’s Training Needs Analysis outlines the risk management training available and 
the annual updates, including details of staff identified to attend each type of training and 
the frequency of updates required for each type of training.  
 
Individual staff training needs are also documented during staff appraisals, which are 
conducted between staff members and their line managers. 
 
During the appraisal process, discussion takes place around the NHS Knowledge and Skills 
Framework (NHS KSF) outline applicable to the individual. An important element of the 
appraisal process is the identification of an appropriate training programme that will enable 
the individual to carry out their duties effectively and competently as well as providing the 
opportunities for individual personal development. 
 
A Core Dimension of the NHS KSF (applicable to all members of staff) concerns Health 
Safety and Security. During the appraisal process appropriate Risk Management Training is 
identified and agreed according to the duties the individual staff member is required to carry 
out and the operational responsibilities of their post, which is then added to their Personal 
Development Plan. 
 
As per the current Mandatory Training Specification and according to the role and 
responsibilities of staff, (linked to KSF) Risk Management Training will be provided in the 
following areas: 
 
• Fire training 
• Basic H & S awareness (including Risk Management Awareness) 
• Manual handling  
• Slips, trips and falls 
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• Hand hygiene demonstration & awareness 
• Managing violence and aggression 
• Essential food hygiene 
• First aid training 
• Investigation of incidents, complaints and claims 
• Infection control 
• Drug administration for patient handlers 
• Adult basic life support for patient handlers 
• Paediatric basic life support 
• Blood glucose monitoring for patient handlers 
• Blood handling 
• Child protection 
• Medical devices new equipment training 
• Vulnerable adults  
• Mental Capacity Act and gaining consent 
• Inoculation incidents 
• Information security & confidentiality 
• Waste management 

 
2.2 Sanctioning of Mandatory Training Needs 

 
The Health and Safety Committee and Complaints, Incidents & near Misses Review Group 
are responsible for sanctioning the Trust’s statutory and mandatory training requirements.  
 
It will be the responsibility of designated Operational Leads (Lead specialist responsible for 
ensuring the delivery of Risk Management Training identified) to identify training needs and 
where appropriate internal resources to deliver training, within designated standards and 
evidence requirements of Standards for Better Health (S4BH), NHS Litigation Authority 
(NHSLA) and Health and Safety Executive (HSE) 
 
The Head of Training and Development will be responsible for: 
 
• Coordinating the above information and amending the Mandatory Training Specification 

as appropriate. 
• Alerting the Complaints, Incidents & near Misses Review Group when a new training 

need has been identified to enable inclusion of such training into the Training Needs 
Analysis and/or when no resource has been identified to deliver the training.  

 
3. Action Plan for the Delivery of the Identified Training 
 

Following a review of the risk management training needs an action plan is to be developed 
for the delivery of the training, which will ensure an appropriate number of programmes are 
planned and delivered to meet capacity. This will be developed by the Training & 
Development Department in consultation with relevant lead specialists. 
 

3.1 Practice Education Providers Responsibilities 
 

Mandatory training providers will be responsible for: 
 

• Interpreting policies that relate to their specialist area and translating this knowledge 
into training sessions as part of any mandatory training programmes. 

• For providing information, advice and guidance to others, to assist in the interpretation 
of policy at local level. 

• Delivering all planned sessions as agreed and specified within the mandatory training 
plan. 
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• Keeping evidence of staff attendance on all training sessions that they deliver, through 
session registers.  

• Reviewing and amending training sessions to reflect current policy and practices 
• For arranging alternative cover when they are not able to deliver a training session as 

agreed.  
• To work collaboratively with the Training department to implement the Provider 

Assurance Framework and to explore alternative ways of delivering sessions including 
e-learning. 

 
A Training Provider Assurance Framework has been designed to assist in this process and 
is available within the Induction & Mandatory Training Policy at Appendix 4 
 

4. Development of a Training Prospectus 
 

The Training and Development Department will design mandatory training programmes and 
coordinate and agree with mandatory training providers their availability to deliver sessions 
on dates specified within corporate programmes. 
 
The department will also produce a course prospectus, which will be available on the Trust 
Intranet site which will contains information on session aims, objectives and duration.  
  
The Training department will provide information, advice and guidance to staff on the 
content of the programme as requested. 

 
5. Enabling Staff To Complete Training Programmes 
 

Divisions will identify and prioritise development needs and produce an annual education 
and training plan. The plan must take account of capacity and finance to enable staff to 
attend appropriate programmes including mandatory training.  

 
6. Follow Up Arrangements For Those Who Fail To Attend Training Programmes 
 

Where staff fail to attend arranged training programmes their line manager will be notified 
via ‘Did not attend’ letters by the Training & Development Department.  
 
Managers will follow-up with their staff and identify any reasons for their non-attendance 
and then make arrangements for the next available course date. 
 
Staff should be performance managed as outlined within the Performance Management 
Policy.   
 

7. Training Records 
 

Managers are responsible for maintaining local records of training and update / refresher 
training including where this (such training) has been identified through supervision and 
appraisal and Personal Development Plans.  
 
The Training & Development Department will maintain a central record of staff training from 
which information will be used to inform the organisation’s training needs. 
 

8. Monitoring the Effectiveness 
 

Reports to the Trust Complaints, Incidents & Near Misses Review Group and Health & 
Safety Committees will be   produced quarterly concerning attendance of staff on Corporate 
Induction and mandatory update programmes, completion of local induction programmes 
and delivery of programmes against plan. 
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